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WHO®OPMALMOHHAA NMAMATKA
AnA OBYYAKOLWMXCA AnA PASMELLEHUA
HA O®PULUNATNBbHbIX UHTEPHET-PECYPCAX

C KkaxablM rogoM MONoOeXu B MHTEpHETE CTaHOBUTbCA Oonblue, a WKOMbHUKA O4HU U3 CaMbIX
aKTMBHbIX NONb30oBaTenen PyHeTa. Me>|<,u,y TeM, MOMMUMO OrpOMHOIO KoJNnin4ecTtBa BO3MOXHOCTEMN, WHTEPHET
HeceT n I'IpOGJ'IeMbI. OTa namaATka goImKkHa NomMoYdb Tebe 6e3onacHO HaxoanTbCs B CETH.

KOMI'II:I-OTeprIe BUPYCbI

KomnblOTEPHBI BUPYC - 3TO pPa3HOBUAHOCTb KOMMBLIOTEPHBIX MPOrpaMM, OTAMYUTENBHON
0COBEHHOCTBIO KOTOPOM ABMSIETCA CNOCOBHOCTL K pa3MHOXEHMIO. B gononHeHne K aTomy, BUPYCbl MOTYT
NnoBpeauUTb UMM MOSNHOCTbI0 YHUUTOXUTb BCe palnbl U AaHHble, NOAKOHTPOSbHbIE NONb30BaTento, OT
UMEHW KoToporo Obina 3anylieHa 3apaxeHHas nporpaMmma, a Takke NoBpeanTb UMK faxe YHUUTOXUTb
onepaumoHHY0 CMCTEMY CO BCceMu havnamu B uernoMm. B GonblUMHCTBE cnyyaeB pacnpoCTpaHsATCS
BUPYCbI Yepes NHTEPHET.

MeToabl 3aLWmMTbl OT BP€AOHOCHLIX Nporpamm:

1. Micnonb3yii coBpeMeHHble OnepaLnoHHbIE CUCTEMBI, UMEIOLLME CePbe3HbI YPOBEHb 3alUnThl OT
BPEOOHOCHbIX Mporpamm;

2. T[loctosHHO ycTaHaBnuBanW naytm (uudppoBble 3annaTky, KOTOPble aBTOMaTUYECKU
yCTaHaBMMBalOTCA C Lenbio AopaboTku nporpammbl) M Apyrne OOHOBREHMS CBOEW OnepaLMoOHHOMN
cuctembl. CkaumBanm Mx TOMbKO C odmumanbHOro camta paspabotuvka OC. Ecnu cywecTByeT pexum
aBTOMAaTU4YeCKoro 06HOBMEHWS, BKITHOYM €ro;

3. Pabotan Ha cBoeM KOMMNblOTEpPE NoA npasBamu Mofb3oBaTens, a He agMuHucTpaTopa. OT0 He
Nno3BoNuUT BOMNbLUMHCTBY BPEOOHOCHbIX MPOrpaMM MWHCTanIMpoBaTbCAd Ha TBOEM MEepCOHAaNbHOM
KOMMbloTEpPE;

4. Wcnonb3yi aHTUBMPYCHble MpoOrpaMmHble MPOAYKTbl W3BECTHbIX NPOU3BOAUTENEN, C
aBTOMaTU4YeCcKUM obHoBneHnem 6as;

5. OrpaHnyb usnyeckmin JOCTYN K KOMNbIOTEPY AN NOCTOPOHHMX MWL,

6. Vicnonb3yi BHeELLHWE HOocUTEeNn MHopMaL K, Takme Kak neluka, Auck nnu dann us nHTepHeTa,
TONbKO 13 NPOBEPEHHbBIX UCTOYHMKOB;

7. He oTkpbiBal KOMNbIOTEPHbIE hainbl, NOMyYeHHbIE U3 HeHaOeXHbIX WUCTOYHUKOB. [axe Te
(havinbl, KOTopble Npucnan TBOW 3HaKOMbIN. Jlyylie yTo4HU y Hero, oTnpasnsn nm oH Tebe ux.

Cetu WI-FI

Wi-Fi - aT0 He BMA nepefaym SaHHbIX, HE TEXHOMOrus, a Bcero nuwb 6peHa, mapka. Ewe B 1991
rogy HugepnaHgckas komnaHusa 3apeructpuposana 6peng "WECA", yto o6o3Hayano cnosocoyeTaHune
"Wireless Fidelity", koTopbii nepeBoanTca kak "6ecnpoBogHas TOYHOCTL".

[o Hawero BpeMeHu gowna gpyras abopesuaTypa, koTopas ABMAseTca TaKom e TexHonormen. 31o
abbpesuartypa "Wi-Fi". Takoe Ha3BaHMe ObINO 4AaHO C HAMEKOM Ha CTaHAAPT BbICLUEN 3BYKOBOW TEXHUKM
Hi-Fi, yTo B nepeBofe o3Ha4aeT "BbiCOKasd TOYHOCTL".

[a, ©GecnnatHbli WHTEPHET-JOCTYN B Kadye, OTensiX M aspornopTax SABMASETCSs OTIIMYHOMN
BO3MOXHOCThIO BbIXOfa B MHTEPHET. Ho MHOrne akcnepTbl cumTatoT, 4To obwenoctynHele Wi-Fi cetn He
ABNAOTCA 6e30nacHbIMM.

CoBeTbl No 6e3onacHocTH paboTel B 06LenocTynHbIX ceTax Wi-fi:

1. He nepegasain cBoo nu4yHyto nHdopmauuio Yepes obwepoctynHole Wi-Fi cetn. PaboTtas B HuXx,
XenartenbHO He BBOAUTb Naponn A0CTyNa, NOrMHbI U Kakne-To HOMepa;

2. Vicnonb3ayii 1 0GHOBNA aHTMBUPYCHbIE NporpaMmbl 1 GpaHamayep. Tem cambiM Tbl 06e3onacullb
cebs 0T 3aKkayky BUpyca Ha TBOE YCTPOMUCTBO;



3. Mpwn ncnonesosaHum Wi-Fi oTknoum cyHkumo "O6Lwumin goctyn K pannam n npuHtepam”. laHHas
PYHKUMSA 3aKpbiTa MO YMONYaHWUIO, OOHAKO HEKOTOpble MONb30OBaTeNU akTMBUPYKOT ee And ygobctea
ncnonb3oBaHus B paboTe nnn ydebe;

4. He wncnonb3yn nybnuuHbin WI-FI gna nepegadm nNu4YHbIX AaHHBLIX, HaANpMMep ANs Bbixoda B
coumanbHble CETU UMW B SNEKTPOHHYIO NOYTY;

5. Ncnonb3yn Tonbko 3awuiieHHoe coeanHeHve vyeped HTTPS, a He HTTP, T.e. npu Habope Beb-
agpeca BBoAN UMeHHo "https://";

6. B mobunbHoMm TenedoHe oTknmoum cyHkumo "lMogknoveHne k Wi-Fi aBTomaTuuyeckn”. He
Jornyckan aBToMaTU4eCKOro nogknoyeHusa yctponctea k cetam Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTn

CoumanbHble CeTH akTMBHO BXOOAT B HALLY XMU3Hb, MHOTME Mnoan paboTaloT M XUBYT Tam MOCTOSIHHO,
a B Facebook yxe 3apernctpupoBaH Munnuapg 4ernoBek, YTO SIBMSIeTCA OOHOW CeabMOW BCEX XUTeneun
nnaHeTbl. MHOrMe Nonb3oBaTeENN HE MOHMMAIOT, YTO MHGOPMAaLUUS, pasMeLleHHas MU B coLManbHbIX
CceTsX, MOXeT ObITb HamgeHa M MCMONb30BaHa KeM YyrogHo, B TOM 4ucne He obssaTenbHO ¢ Gnarvmu
HaMepeHNsMu.

OcHoBHble coBeTbI Mo 6e30MacHOCTU B colparnbHbIX CeTX:
1. OrpaHnyb CNCcoK apy3ei. Y Tebs B Opy3bsX HE OOIMKHO ObITb Cry4aiHbIX U HE3HAKOMbIX NOAEN;

2. 3awmuianm CBOK 4acTHyK Xu3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, gaty TBOEro
POXAEHUSA N OPYTYI0 NINYHYIO MHOPMaLMIO. 3M0YMbILLIIEHHUKMA MOTYT UCMOMb30BaTh AaXe MHopMauuio
O TOM, KaK Tbl U1 TBOW POAUTENU MNaHUpyeTe NPOBECTU KaHUKYIbI;

3. 3awumuian ceor penyTaumio - 4ePXM ee B YACTOTe 1 3agaBan cebe Bonpoc: xoten 6bl Thbl, YTOObI
Apyrue nonb3oBaTenu BUOenu, 4to Tbl 3arpyxaews? lNogyman, npexge 4yem 4YT1o-To onybnukosathb,
HanucaTb U 3arpyauThb;

4. Ecnu Tbl rOBOPULLb C NOABMU, KOTOPbIX HE 3HAeLUb, HE UCMONb3YI CBOE pearlbHOE UMSI U APYryHO
FIMYHYI0 MHCpOPMALMK: UMS, MECTO XUTENbCTBA, MECTO y4ebbl 1 npoyee;

5. U3beran pasmelleHns gpoTorpacun B UHTepHeTe, rae Tbl N300pakeH Ha MECTHOCTM, MO KOTOPOW
MOXHO ONpeaennTb TBOE MECTOMOMOXEHNE;

6. Mpw pernctpaunm B coumnansHomn ceTv Heo6XoaAMMO UCMONb30BaTh CIOXHbIE NAaposu, cocTosWwmne
13 6yKB 1 LUp 1 C KONMMYECTBOM 3HAKOB HE MeHee §;

7. Ona counanbHOW CeTU, MOYTbl U OPYrMX CAUTOB HEOOXOOUMO UCMONb30BaTb pasHbie Naponu.
Torga ecnv Tebs B3nomatoT, TO 3MOYMbILLIIEHHMKM NonyYaT AOCTYN TOMbKO K OAHOMY MECTY, a He BO BCe
cpasy.

OneKTPOHHbIe AEHbIN

aﬂeKTPOHHbIe AOEHbIN - 3TO O4YEHb y,D,O6HbIIZ crnocob nnarexemn, ogHako CylweCTBYHOT MOLUEHHUKMN,
KOTOPbI€ XOTAT NOJy4NUTb 3TN OEHbIN.

aﬂeKTPOHHbIe OeHbrnm noABUINCb COBCEM HElAaBHO U MMEHHO U3-3a 3TON0 BO MHOIMMX rocygapcreax
00 C1X NOop He NponncaHo Npo HKUX B 3aKOHax.

B Poccuun xe oHM DYHKUMOHUPYIOT M O HUX YKe MPONucaHo B 3aKoHe, rae WX pasfensioT Ha
HECKOIbKO BUOOB - aHOHWMHbIE U HE aHOHUMHble. PasHuua B TOM, YTO aHOHWMHbIE - 3TO Te, B KOTOPbIX
paspellaetcs MpoBoAWTb onepauun 6e3 wuaeHTMMKauum nonb3oBaTens, a B HEAHOHWMHbIX
ngeHTudMKaums nonb3oBaTens asnseTcs obs3arensHoN.

Takke cnegyeT pasnuyaTb 3MEKTPOHHblE puaTHbie AeHbIU (PaBHbI FOCYAapPCTBEHHLIM BanioTam) u
3MNEKTPOHHblE HemaTHbIe AEHBIN (He paBHbl FOCYAAPCTBEHHBIM BanoTam).

OcHoBHbIe coBeTbl N0 6e3onacHom paboTe C ANEKTPOHHBIMWU AeHbramm:

1. MpuBsDKM K cHETY MOOUNBHbLIV TenedoH. ATo cambii yAOOHbIM 1 BLICTPLIN CNOCO6 BOCCTAHOBUTL



AoCTyn K cyeTy. [NpuBssaHHbI TenedoH NOMOXET, ecnin 3abyaelLlb CBOM MaTEXHbIN Naposb Unn 3angellb
Ha canT C HE3HaKOMOro YCTPOMCTBA;

2. Vicnonb3yi ogHopa3soBble naposnu. [ocne nepexoda Ha yCUIIEHHYO aBTopusaumio Tebe yxe He
GyOeT yrpoxaTtb OMacHOCTb KpaXku UMK nepexsara NnaTexHoro naporns;

3. Bbibepu cnoxHbli naponb. [lpectynHukam 6yaetr He MpocTo yragaTb CRAOXHbLIA Naporb.
HagexHble naponu - 370 Naponu, KOTopble coaepXaT He MeHee 8 3HaKOB 1 BKNOYaT B cebs CTPOYHbIE 1
nponucHble ByKBbI, LMAPbI U HECKONbKO CMMBOMOB, TakvMe Kak 3HaK gonnapa, dyHTa, BOCKNMUaTenbHbIN
3Hak 1 7.n. Hanpumep, $tRONng!;;

4. He BBOAM CBOU NNYHbIE JAHHbIE HA canTax, KOTOPbIM HE AOBEpAELUb.
sneKTpOHHaﬂ noyTta

OneKTpoHHasA no4yTa - 3TO TEXHOMNOMMS U NPeAoCTaBnseMble et YCyr no NepPechIsike N NoNyYeHunto
3NEKTPOHHbIX COOBLLEHNIN, KOTOpble pacnpenensoTcsl B KOMMbOTEPHOW ceTu. OObIMHO SMEKTPOHHbLIN
MOYTOBbIM ALMK BbIrNGAUT crnegyrowmm obpasoMm: MMs_nonb3oBaTend@umMsa_aomeHa. Takke Kpome
nepegayu NPocToro TEKCTa, UMEETCH BO3MOXHOCTb nepeaasaTtb doansbl.

OcHoBHble coBeTbl N0 6e3onacHon paboTe ¢ 3NEeKTPOHHOW NOYTOW:

1. Hapgo BbIGpaTth NpaBuUnbHLIN NOYTOBLIN CEPBUC. B MHTEPHETE ECTb OrPOMHBIV BbIGOP BecnnaTHbIX
MOYTOBbLIX CEPBMCOB, OOQHAKO MNy4lle OBEPATb TEM, KOr0 3HaELLb U KTO NEPBbIN B PENTUHTE;

2. He ykasbiBam B nNWYHOW noyTe nuWYHYO WHpopmaumo. Hanpumep, nydwe BbibpaTb
"My3blkanbHbIN_aHat@" nnn "pok2013" BmecTto "Temal3";

3. Wcnonb3ayih aByxaTanHyilo aBTopu3auuio. 3TO korga MOMMMO Maponst HYXXHO BBOAUTb KO,
npucbinaemein no SMS;

4. Bbibepn cnoxHbeln naponb. [ns Kakgoro MOYTOBOro fAuiMka AOMKEH OblTb CBOW HaAEXHbIN,
YCTOMNYMBBIN K B3fIOMY Naporb;

5. Ecnn ecTb BO3MOXHOCTb HanucaTtb camMomy CBOW NINYHbIN BOMpOC, l/ICﬂOJ'Ib3yI7I 3TY BO3MOXHOCTb;

6. Vlcnonb3yn HeCKONMbKO MOYTOBbLIX AWMKOB. [lepBbii ANA 4acTHOW Mepenncku ¢ agpecatamu,
KOTOPbIM Tbl JOBepsieLlb. OTO ANEKTPOHHbBIV agpec He Haao UCNOMb30BaThb NPU perncTpaummn Ha hopymax
n canTax;

7. He oTkpblBay hainbl U Apyrne BMOXEHUS B NMCbMax, Aaxe eCnu OHU NPULLY OT TBOUX ApY3eWn.
Jlydwe yTouHM y HMX, OTNpaBnsanu nm oHu Tebe atn dawnsbl;

8. [Nocne okoH4YaHusA paboTbl HAa NOYTOBOM CepBUCE Nepes 3akpbITeM BKNaAKM C CauToM He 3abyab
HaxaTb Ha "Bbintn".

KM6ep6ynnMHr Wnu BupTyanbHoe usgeBatesnibCTBO

KnGepbynnuHr - npecnenoBaHWe COOGLIEHUSIMM, codepXaluMMn OCKOpPOIeHusi, arpeccuio,
3anyrvBaHve; XynuraHcTBo; colmarnbHoe GOMKOTMPOBaHME C NMOMOLLbH PasnnYHbIX MHTEPHET-CepPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ KMGepObyNNUHIOM:

1. He 6pocarica B 6oi. Jlyywnii cnocob: nocoBeToBaTbCs Kak cebs BECTU U, €Crnn HET TOro, K KOMY
MOXHO 00OpaTuTbCcsl, TO BHayane ycrnokouTbCcs. Ecnu Tbl HayHelb oTBevaTb OCKOPOMEHWSIMM Ha
ockop6neHns, To TONMbKO eLle GonbLe pa3oXKellb KOHMIWKT;

2. YnpaBnanm cBoen kubeppenyTtauuen;

3. AHOHMMHOCTb B CE€TM MHUMas. CyLIJ,eCTByI-OT CnocoObl BbISICHUTb, KTO CTOUT 3a aHOHWMHbIM
AKKayHTOM;

4. He cTOMT BecTM XynuraHckuim obpas BMpPTyanbHOW Xu3HW. VIHTepHeT dumKcupyeT Bce TBOU
AENCTBUSA U coXpaHseT ux. Yaanutb nx OyaeT KparHe 3aTpygHUTENbHO;

5. Cobntogan cBo BMPTYanbHYH YeCTb CMOSOAY;



6. WrHopupyn eauHunuHbin HeratmB. OpHOpasoBble OCKOPOWUTENbHbIE COOOLLEHUA nydlle
urHopupoBaTtb. OBbIYHO arpeccusi NpekpaLlaeTcst Ha HavYanbHOW cTaguu;

7. baH arpeccopa. B nporpammax o6MeHa MrHOBEHHbLIMU COOOLLLEHMAMM, B COLMATIbHbIX CETAX €CTb
BO3MOXHOCTb G6JTOKMPOBKKN OTNPaBKMN COOOLLEHMI C ONpeaeneHHbIX agpecos;

8. Ecnn TbI cBuaeTenb knbepbynnuHra. TBoM AOEWCTBUA: BbLICTYNUTb NPOTWMB MNpecriefoBaTens,
nokasaTb €My, 4YTO €ro OeWCTBWUS OLEHMBAKOTCA HeraTMBHO, MoggepXaTb XXepTBYy, KOTOPOW HyXHa
ncuxornormyeckas NoMoLLb, COOOLWNTL B3POCTbIM O hakTe arpecCMBHOIO NOBEAEHUSA B CETU.

Mo6unbHbIW TenedoH

CoBpeMeHHble CMapTgOHbl 1 MnaHLWweTbl codepxaT B cebe BMofiHE B3pPOCIbI yHKUMOHAN, U
Tenepb OHW MOTYT KOHKYPUPOBaTb CO CTaUMOHapHbIMK KoMMbloTepamu. OgHako, CpeacTB 3aluThl Ans
NoAoGHbIX YCTPOWCTB MOKa O4eHb Mano. TecTUpoBaHUE M NMOWCK YS3BMMOCTEN B HMX NMPOUCXOAUT He Tak
MHTEHCKBHO, kak Ans MK, To e camoe KacaeTcsi 1 MOBUITbHBIX MPUIOXEHWIA.

CoBpeMeHHble MOOUIbHbIE Dpay3epbl Yke NPaKTUYEeCcKn OOrHanM HacToflbHble aHarnoru, ofgHako
paclmpeHne yHKLMOHana BrneyeT 3a cobor 60mbLUy0 CNOXHOCTb M MEHbLLYIO 3aLUULLEHHOCTb.

[laneko He Bce MPOM3BOAMTEN BbiMYCKAOT OGHOBMEHUS, 3aKpbIBAIOLLNE KPUTUYECKUE YA3BUMOCTM
Ans CBOMX YCTPOMCTB.

OcHoBHble coBeTbl As 6e3onacHOCTN MOBUNBHOIo Teﬂe(bOHaZ

Hwnyero He siBnseTcsa no-HacTodaweMy becnnatHbiM. Byab ocTopoxeH, Beab korga tebe npegnaratot
©ecnnaTHbIV KOHTEHT, B HEM MOTYT ObITb CKPbITbI KAKUe-TO NnaTHbIe YCNyry;

Oymaii, npexge 4yem otnpaBuTb SMS, doTo nnn Buaeo. Tbl TOYHO 3Haellb, FAe OHW OyayT B
KOHEYHOM utore?

Heobxoaumo o6HOBMSATL ONEpPaLMOHHYHO CUCTEMY TBOEro CMapT(OHa;
Vcrnonb3yih aHTUBUPYCHbIE NPOrpaMmbl Ans MOBUIbHbBIX TenedgoHOoB;

He sarpyxai npunoxeHns oT HEN3BECTHOrO NCTOYHKKA, BEA4b OHWU MOTYT CodepXaTb BPeAoHOCHOe
nporpaMMHoe obecneyeHue;

Mocne TOro kak Thl BblAelWb C canTa, rge BBOAWUN NUYHYO WMHOpPMauuio, 3aiauM B HACTPOWNKM
Opaysepa u yganu cookies;

Meprognyeckn NpoBepsii, Kakne nNnaTHble YCNYrn akTBMPOBaHbl HA TBOEM HOMEPE;
[aBaii cBo HOMep MOBUNLHOrO TenedoHa TONbKO MASIM, KOTOPbIX Thl 3HAELLb U KOMY AOBEpPSiELLb;

Bluetooth gormxkeH BbITb BbIKNOYEH, KOrAa Thl UM He nonb3yelbes. He 3abbiBalt MHOraAa NpoBepsATb
aTo.

Online urpbi

CoBpeMeHHble OHMalH-Urpbl - 3TO KpacoudHble, 3axBaTbiBalolMe pasBriedeHusi, obbeauHsowme
COTHM ThICSY YENOBEK MO BCEMY MUPY. MIFpoKM UccneayoT AaHHbIN MM MUp, obLatoTes Apyr ¢ Apyrom,
BbIMNONHAIOT 3aaHUs, CpaXkarTCsl C MOHCTPaMM W MonydaroT OnbiT. 3a yAOBOMLCTBUME OHW NNATAT:
nokynawT AUCK, OnfaynBaloT aboHEMEHT UK NPUOGPETAIOT Kakue-To Onuum.

Bce aTu cpefcTBa mayT Ha NoAAepXaHUue U pasBUTUE WUrpbl, a Takke Ha camy 6e3onacHOCTb:
COBEPLUEHCTBYIOTCA CUCTEMbI aBTOPM3aUMK, BbINYCKAOTCA HOBble naTyM (UMpPOoBbIE 3annaTkv Ans
nporpaMm), 3aKpbIBatoTCH YS3BUMOCTY CEPBEPOB.

B nogo6GHbIx nrpax CTounTt onacatbCA He CTOJIbKO CBOUX COMNEPHUKOB, CKOJTIbKO KpaXXn TBOEro napons4,
Ha KOTOpPOM OCHOBaHa cunctema aBTopusaumnm GonblUMHCTBA urp.

OcHoBHble coBeTbl N0 6e30nacHOCTM TBOETo UrpoOBOIo akKkayHTa:

1. Ecnn gpyrou urpok Beget cebs nnoxo nnu cosgaet Tebe HeNnpUSATHOCTU, 3aBOKMPYI €ro B CNINCKE
UrpOKOB;



2. I'I0>Kany|7|c;| agMUHUCTpAaTopamM WUrpbl Ha MJiOXoe noBegeHne 3TOro WUrpoka, xenaterbHo
NPUNOXNTb Kakne-To JoKkasaTesibCTBa B BUOEe CKPUHOB;

3. He ykasbiBan nnyHyo MHopMaumo B npochaine urpbl;
4. YBaxaw gpyrux y4acTHUKOB MO urpe;

5. He ycTaHaBnmBan HeodumumanbHble naTtyn u Moapl;

6. Vicnonb3yi CnoXHble U pasHble Naponu;

7. Naxe BO BPeEMS Urpbl HE CTOUT OTKIIOYaTb aHTMBUPYC. NoKa Thl UrpaeLlb, TBOM KOMMbIOTEP MOTYT
3apasuTb.

PULWNHT unun KpaXxa NMMYHbIX AaHHbIX

OGbIYHO KpaXkelt AeHer U JOKYMEHTOB CerofHs y)xe HUKOro He yauBULLb, HO C pa3BUTUEM UHTEPHET-
TEXHOMNMOMMI 3MOYMBILLNEHHUKM NEPEeMECTUITUCh B UHTEPHET, U MpOoAomKalT 3aHMMaTbes "NMobuMbiM"
[OeroMm.

Tak nosiBMnacb HoBasi yrpo3a: MHTEPHET-MOLUEHHMYECTBA MM OULLIMHF, FMaBHas Lenb KOTOpPOro
COCTOUT B NOSTyYeHNN KOH(PMAEHLMaNbHbIX AaHHbIX NOMb30BaTENEN - NOrMHOB M Naponein. Ha aHrnumnckom
a3blke phishing yMtaeTtcs kak dpuwuHr (oT fishing - peibHasa noens, password - naponb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLIMHIOM:

1. Cneamn 3a cBoUM akkayHToM. Ecnn Tbl nogos3peBaellb, YTO TBOSI aHkeTa Obina B3riomaHa, To
HeobxoaMMOo 3abnokMpoBaTh ee U COOOLLMTL agMUHUCTPATOpaM pecypca 06 3TOM Kak MOXHO CKOpEE;

2. Nicnonb3yn 6e3onacHble BeO-caliThbl, B TOM YUCHE, MHTEPHET-MarasmHoB Y MNOUCKOBBLIX CUCTEM,;

3. Wcnonb3yii crnoxHble W pasHble naponu. Takum o6Gpasom, ecnu Tebs B3fomalT, TO
3MOYMBbILLMEHHVKM NONyYaT AOCTYM TOMbKO K OAHOMY TBOEMY Mpodurnio B CETH, a He KO BCEM,;

4. Ecnu T1ebsa B3anomanu, TO Heobxoaumo npegynpeauTb BCEX CBOMX 3HAKOMBbIX, KOTOpble
pobGasneHbl y Teba B Opy3bsx, 0 ToM, 4TOo Tebs B3nomanu W, BO3MOXHO, OT TBOEro mMeHwn Oyaet
paccbinatbCs Cnam U CCbINKM Ha PULLMHIOBbIE CalThbl;

5. YctaHoBu HagexHbI naporb (PIN) Ha MOGUnbHbIM TenedoH;
6. OTkno4m coxpaHeHune napons B 6paysepe;

7. He oTkpbiBaw hainbl U gpyrue BRoXeHUs B NUCbMax, Aaxe eCcriv OHU NPULLIIN OT TBOUX ApY3en.
Jlydwe yTouHM y HUX, OTNpaBnsanu nm oHu Tebe atu dannbl.

LindpoBas penyrauus

LindposBas penytaums - 3TO HeratMBHas uNu Mno3MTUBHAsA WHdopMaums B cetn o Tebe.
KomnpomeTupyowas nHdopmaums, pasmeLleHHas B MHTEpHETe, MOXET cepbe3HbiM 06pa3om 0TpasunTbCs
Ha TBOeW peanbHOW Xu3HW. "Lindposas penyraums” - 3T0 TBOW UMUK, KOTOpbLIN dopmupyeTca n3
nHdopmaumm o Tebe B MHTEpHeTe.

TBOE MECTO XWTEnbCTBA, yqe6b|, TBOE d)I/IHaHCOBoe nonoXxeHume, 0cobeHHOCTU Xapakrtepa u
paccKas3bl O OGnn3KuX - BCe 3TO HakannMBaeTcs B CETU.

MHorne nogpoCTKM NErKOMbICIIEHHO OTHOCATCA K MyGnukaumm nMdHon uHdgpopmauum B MHTepHeTe,
He NMoHMMasa BO3MOXHbIX NocrneacTBun. Thbl gaxe He CMOXelWb goragatbCa O TOM, YTO dpoTorpadms,
pa3mMeLleHHas 5 neT Hasag, cTana NpPUYnHOM oTKasa NpuHATL Tebs Ha paboTy.

KommeHTapun, pasmelleHne TBouX dotorpadunii n gpyrne OencTBUA MOTYT HE UCYE3HYTb Aaxe
nocne TOro, Kak Tbl MX yAanuwb. Tbl He 3Haelb, KTO COXpaHwWn 3Ty MHdopmauuo, nonana fnvM oHa B
MOMCKOBbIE CUCTEMbI W COXPaHUNacb N OHa, a rMaBHOEe: YTO MogyMalT O Tebe oKpyxatwlime nioau,
KOTOpble HangyT 1 yBUAAT 3T0. Hantn nHdopmaumio MHOro neT CnycTst CMOXeT fitobow - kak u3 gobpbix
nobyXgeHun, Tak n ¢ HaMmepeHMeM NPUYNHUTE Bped. OTO MOXET ObITb KTO YrogHo.

OcHoBHbIE COBETHI MO 3aLmTe LMPOBON penyTaunm:



1. Nogyman, npexae Yyem 4To-TO Ny6nMKoBaTb U NepedasaTb y cebs B 6nore nnu B coumansHOn
cety;

2. B HacTtpoikax npodumns ycTaHOBM OrpaHUYEeHUA Ha MNPOCMOTP TBOEro npoduns wn ero
COAEepPXMMOro, caenan ero Tonbko "anga apysen”;

3. He pa3meLluai n He ykasbiBan MHOpMaLUIO, KOTOpast MOXeT KOro-nnbo ockopbnate nnm obuxatsb.

ABTOpCKOE NpaBo

CoBpeMEeHHbIe LIKOMBHUKM - aKTUBHbIE MOnb3oBaTenu LUndpoBoro npoctpaHcTea. OgHako ganeko
He BCe 3HaloT, YTO MOMb30BaHNE MHOMMMW BO3MOXHOCTSIMM LIMGPOBOro Mupa TpebyeT cobnoaeHus npas
Ha MHTENNeKTyanbHyl COBCTBEHHOCTD.

TepMUH "MHTENneKkTyanbHasi COOCTBEHHOCTL" OTHOCUTCS K pasfiUYHbIM TBOPEHUSAM YEITOBEYECKOrO
ymMa, HauMHas ¢ HOBbIX M300OpeTeHn n 3HaKoB, 0603HaYaloLWMX CO6CTBEHHOCTb HA NPOAYKTHI U YCNyru, 1
3aKaH4yuBasi KHUramm, potorpamsamm, KWUHOPUNBEMaMU 1 My3blKanbHbIMU NPOU3BEAEHNSMN.

ABTOpCKME MpaBa - 3TO NpaBa Ha WHTEeNneKTyanbHYl0 COBCTBEHHOCTb Ha NPOU3BEAEHUS HayKw,
nuTepaTypbl M UCKycCTBa. ABTOPCKME nMpaBa BbICTYNAlOT B KavyecTBe rapaHTuM TOro, u4TO
WHTENNeKTyanbHbI/TBOPYECKNA Tpyg asBTopa He OygeT HampacHbiM, gacT emy CchnpaBefivBble
BO3MOXXHOCTM 3apaboTaTb Ha pe3ynbTaTax CBOEro Tpyaa, NonyynTb N3BECTHOCTb U NpuaHaHue. Hukto 6e3
paspelleHNss aBTOpa He MOXeT BOCMPOM3BOAWTL €ro MpousBedeHue, pacnpocTpaHATb, MNyonM4HoO
AEMOHCTpUpOBaTb, MpodaBaTb, WMMOPTUPOBaTb, MyckaTb B NpokaT, MNyOnMYHO  WCMOMHATD,
NnokasblBaTb/MCNONHATL B adhmpe unm pasmeLlaTs B IHTepHeTe.

VMcnonb3oBaHue "nupatckoro” nporpaMMHOro obecneyeHms MoxeT NpUMBECTU K MHOMMM puckam: oT
noTepu AaHHbIX K TBOUM akkayHTam A0 GrOKMPOBKM TBOEro YCTPOWCTBA, rae yCTaHOBIEeHa HerneranbHas
nporpamma. He ctout Takke 3abbiBaTb, YTO CYLLECTBYIOT nieranbHble 1 6ecnnaTtHble NporpaMmbl, KOTOpbIe
MOXXHO HaWTKn B CETU.

O nopTtane

CeTeBMYOK.pd - TBOW IMaBHbIi COBETYMK B CETU. 30ECH Thl MOXELLb Y3HaTb 0 GE30MaCHOCTU B CETU
MOHATHBIM U JOCTYMHbLIM A3LIKOM, @ NPV BO3HUKHOBEHWUW KPUTUYECKON CUTYaL M 06paTUTbLCS 38 COBETOM.
A Takxke NPUHATb y4acTne B KOHKypcax M cTaTb camMbiM LMPOBLIM rpaxxaaHnHom!



